
General Tips to Avoid  
Impostor Utility Scams 

P R O T E C T  P E R S O N A L 
I N F O R M A T I O N

Never provide or confirm personal information 
(Social Security number, date of birth) or financial 
information (banking account information, debit 
or credit card information) to anyone initiating 
contact with you, whether by phone, in-person, or 
email, claiming to be a utility company representa-
tive. If your utility leaves you a message or contacts 
you by phone, it will typically ask to speak to the 
person whose name is listed on the account, and if 
you call your utility, it may ask for some personal 
information to confirm your identity for your protec-
tion. Never give out information or provide any 
payment type to any callers or unexpected individ-
ual(s) appearing at your home or business claiming 
to represent your utility. Your utility will have 
your relevant personal and account information.

T A K E  Y O U R  T I M E

Do not be rushed. If someone calls, appears, or 
emails saying you have to pay your bill immediately 
to avoid disconnection, tell them you would like to 
verify that they are a legitimate utility company 
representative by calling a verified number for the 
utility company. Beware if a caller or in-person 
representative exhibits impatience, annoyance, or 
anger when you question their authority. Notice if 
their emotion intensifies when you ask to speak with 
their manager, request their phone number, or offer 
to call back later. While a scammer will discourage 

you from hanging up and calling the number on 
your utility bill, a real utility representative will 
encourage you to do so for your own peace of mind.

A L W A Y S  A S K  Q U E S T I O N S 

Ask the person calling you or visiting you in person 
to provide you with your account number, your 
last payment amount, date of payment, and his/
her employee identification number. If he/she is a 
legitimate utility representative, this information 
will be readily accessible. If not, hang up or shut 
the door, and call your utility. Before you provide 
any information or purchase any product from 
someone appearing at your home or business, inde-
pendently confirm the authenticity of the repre-
sentative’s business by researching it online—verify 
the website and contact information and search 
for customer reviews and company policies.

R E P O R T  T H E  S C A M 
T O  Y O U R  U T I L I T Y

Know that your questions may scare the scammer 
off. If not, document what the scammer told you, 
including the name they provided you, the date 
and time you spoke with them, their caller ID 
number, their employee identification number, the 
method and amount of payment they requested, 
any phone number they requested you call to pay 
your bill, and any other details that might aid in a 
possible criminal investigation. If you purchased 
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a prepaid card and provided the card’s number to 
the scammer for payment, record the prepaid card 
number as well. Call your utility immediately to 
inform them of the scam, and give this informa-
tion to your utility when you call. If you want to 
check on your account, call your utility’s phone 
number provided on your monthly bill, or on their 
website, or log into your account on the website. 

P A Y  Y O U R  U T I L I T Y  O N L Y

Never make a utility bill payment to anyone calling 
you on the phone, coming to your door (unless 
that is a verified bill payment method used by your 
utility company), texting you, or emailing you. 
Always call your utility company, at the number 
provided on your bill or on the utility’s website, 
if you have a question about payment or billing 
information. Know your utility bill payment 
options—online, by phone, automatic bank draft, 
mail, or in person. Never wire money or give the 
number from a prepaid card to someone you do not 
know. Once you do, you cannot get your money 
back. Be suspicious if the caller is requiring the 
use of a specific payment option, like a prepaid 
card, as utilities never ask or require a customer to 
purchase a prepaid card to avoid disconnection. 

S T A Y  U P D A T E D  O N  S C A M S

Review guides like this, local news reports and 
websites, utility and trade association websites 
(including www.UtilitiesUnited.org), local law 
enforcement websites, state attorneys general 
websites, federal government websites, consumer 
information websites, and research incoming phone 
numbers you do not recognize. Scammers are 
constantly updating their tactics, and you will need to 
stay educated on new types of scams and tips to avoid 
them. Pass on information about impostor electric, 
water, and natural gas scams to people you know. 


